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[bookmark: Introduction]UK Region Data Protection Notice (the “Notice”)
Introduction
Nazareth Care Charitable Trust and subsidiaries of Nazareth Care (“Nazareth Care”, “we”, “us” and “our”) collect information from individuals in the course of our business. Nazareth Care is committed to respecting your privacy and the confidentiality of this information.
[bookmark: About_this_Notice]About this Notice
For the purposes of data protection law, Nazareth Care is a data controller in respect of your personal data. We are responsible for ensuring that we use your personal data in compliance with data protection law. Personal data includes any information that relates to an identifiable natural person residing in the United Kingdom, or as otherwise specified in regulations applicable in the jurisdictions in which Nazareth Care operates.
This Notice applies to UK residents whose personal data Nazareth Care collects, including individuals we deal with, receive information from, or send information to. This Notice also sets out the basis on which any personal data that you provide to us, that we create, or that we obtain about you from other sources, will be processed. Please take the time to read and understand this Notice. If you do not accept the terms of this Notice, your use of our services may be restricted.
[bookmark: Personal_data_that_we_collect]Personal data that we collect
We will collect and process personal data provided on applications, in documents, and during transactions. We will also collect and process personal data about you that you provide by filling in forms or by communicating with us, whether face-to-face, by phone, e-mail or otherwise. This information may include, but is not limited to, your name and contact information. You may provide us with your personal data for the purposes of receiving information, products or services from Nazareth Care, or in connection with a job application or your employment with us.
Nazareth Care may request personal data from you to facilitate the provision of a personalised service such as a care home, nursery placement or assisted living apartment.
We may receive your personal data from Nazareth Care affiliates, service providers, CCGs, Health Services and other partners. If such personal data is disclosed to us by a third party, it is the responsibility of the disclosing party to ensure that the personal data is disclosed in accordance with applicable rules and regulations and the necessary consents. We will process personal data disclosed to us by a third party in accordance with this Notice and our internal policies.

Nazareth Care does not knowingly solicit or receive information from individuals under the age of eighteen (18) except in the course of providing child care services in our Day Nursery Facilities.
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When you use Nazareth Care websites, we may collect certain information about you, including your IP address and any other personal data that you provide to us through forms or email. By using our website, you acknowledge that your personal data may be tracked and used for business purposes for which we have a legitimate interest basis. For more information on the business purposes for which we have determined we have a legitimate interest basis for collecting and processing personal data, please see the below section on
“Uses of your personal data.”
Occasionally some personal data may be collected incidentally while collecting data for the purposes below (for example, if GP records contain reference to specific family members as well as health and patient identification data), and the same protection applies to this as to all other personal data held by Nazareth Care as detailed by this Notice.
Uses of your personal data
Nazareth Care may collect, store and process your personal data for a number of purposes. Sometimes we are legally obliged to do so, for instance to comply with regulations or fulfil a contract with you. We are permitted to collect, store and process your personal data in instances where we have determined that we have a legitimate interest basis to do so. A legitimate interest basis exists where we are collecting and processing personal data for a legitimate purpose, the processing of the personal data is necessary to achieve that purpose, and our interest in achieving this purpose is not overridden by individuals’ interests in privacy. We have determined that we have a legitimate interest basis for collecting and processing personal data to achieve a number of purposes, including (but not limited to), the following:

· To gather information to provide care services to you:
· To offer you products such as care services, childcare services or assisted living services;
· To provide you with information about the products and services we offer;
· To send you emails, mailings, and other information that you request;
· To service and maintain accounts and records of transactions;
· To archive communications between you and Nazareth Care;
· To customize and improve your experience while using our websites;
· To monitor, detect, and protect against cyber security threats to our systems, network infrastructure, computers, and websites; and
· To process applications, forms and other documentation.

Nazareth Care may also use your personal data for the purposes of the administration of justice in the jurisdictions in which Nazareth Care operates. We may also use your personal data to resolve disputes, to establish, exercise or defend our legal rights, or for the purposes of legal proceedings.


Nazareth Care may share your personal data with third parties, including service providers and vendors such as the providers of our electronic storage or telecoms and regulatory or healthcare bodies such as the NHS, CQC, or CI. We may also share records via shared records schemes at some homes. Shared records will only be accessed by authorised health and care staff. Such third parties are subject to confidentiality requirements and will provide the service in accordance with this Notice. New third-party service providers and vendors are subject to a risk assessment to determine whether sufficient safeguards are in place with respect to any personal data that they may process on our behalf.
Nazareth Care may also disclose your personal data for due diligence purposes in connection with mergers, reorganizations, sales, dissolutions, or transfers of business in which we are involved.
At your request, Nazareth Care may share your personal data with your advisor, representative, agent, or other designated parties.
For more specific information on what data we collect and for which purposes, see Appendix 1 at the end of this document.
[bookmark: Transfers_of_personal_data_outside_the_U]Transfers of personal data outside the United Kingdom
The personal data that we collect from you may be transferred to, and stored at, a destination outside the United Kingdom (“UK”). It may also be processed by staff operating outside the UK who work for Nazareth Care affiliates or for one of our suppliers.
Where we transfer your personal data outside the UK, Nazareth Care will ensure that it is protected in a manner that is consistent with how your personal data will be protected by us in the UK. This can be done in a number of ways, for instance:
· The country that we send the data to might be deemed adequate by the British government;
· The recipient might have signed up to a contract based on “model contractual clauses”;
· Approved by the ICO (Information Commissioner's Office), obliging them to protect your personal data; or
· Where the recipient is located in the USA, it might be a certified member of the UK-US data bridge scheme.
In other circumstances the law may permit us to otherwise transfer your personal data outside the UK. In all cases, however, we will ensure that any transfer of your personal data is compliant with relevant jurisdictions’ data protection law.
Our IT care and payroll service providers hold and process employees’ and current residents’ data solely within the UK. You can obtain more details of the protection given to your personal data when it is transferred outside the UK by contacting us in accordance with the “Contacting us” section below.



[bookmark: Retention_of_personal_data]Retention of personal data
How long we hold your personal data for will vary. The retention period will be determined by various criteria, including:
· The purpose for which we are using it – we need to keep the data for as long as is necessary for that purpose (for example, resident records are kept for a minimum of 8 years from the end of the resident’s stay, as per NHS recommendations for adult social care records); and
· Legal obligations – laws or regulations may set a minimum period for which we have to keep your personal data (for example, financial records must be kept for a minimum of 6 years from the end of the financial year).

[bookmark: Registered_Users]Registered Users
Some content or pages of the Nazareth Care website are available only to registered users. If you are a user who has previously registered or been registered for access, Nazareth Care may already have some of your personal data, such as your name and email address. Nazareth Care will handle this information in accordance with this Notice.
If you register as a new user for access to restricted content and pages, you will receive an email with a link to review this Notice and the option to opt out from all communications with Nazareth Care. Any personal data that you provide to Nazareth Care at the time of registration, such as your name and email address, will be handled in accordance with this Notice.
[bookmark: Your_rights]Your rights
You have a number of legal rights in relation to the personal data that Nazareth Care holds about you. These rights include:
· The right to obtain information regarding the processing of your personal data and access to the personal data which we hold about you;
· The right to withdraw your consent to our processing of your personal data at any time. Please note, however, that we may still be entitled to process your personal data if we have a legal obligation or another legitimate reason (other than consent) for doing so;
· In some circumstances, the right to receive some personal data in a structured, commonly used and machine-readable format and/or request that we transmit that data to a third party where this is technically feasible. Please note that this right only applies to personal data you have provided to us;
· The right to request that we rectify your personal data if it is inaccurate or incomplete;


· The right to request that we erase your personal data in certain circumstances. Please note that there may be circumstances where you ask us to erase your personal data but we are legally obliged or entitled to retain it;
· The right to object to, and the right to request that we restrict, our processing of your personal data in certain circumstances. Again, there may be circumstances where you object to, or ask us to restrict, our processing of your personal data but we are legally obliged or entitled to continue processing your personal data and/or to refuse that request; and
· The right to lodge a complaint with the data protection regulator (details of which are provided below) if you think that any of your rights have been infringed by us.

You can exercise your rights by contacting us using the details set out in the "Contacting us" section below.
You can find out more information about your personal data rights in the UK by contacting the Information Commissioner’s Office or checking their website at ico.org.uk.
[bookmark: Contacting_us]Contacting us
If you would like further information on the collection, use, disclosure, transfer or processing of your personal data or the exercise of any of the rights listed above, please address questions, comments and requests to The Data Protection Office, Nazareth Care Charitable Trust, Larmenier Centre, 162 East End Road, East Finchley, London, N2 0RU.

This Data Protection Policy was last updated on 30 June 2023.


Appendix 1: Data processing purposes
For definitions of the data types referred to, see Appendix 2.

	Processing purpose
	Data types
	Lawful basis

	Accident & incident reporting
	· Health
· Identifying
	Legal requirement under the Reporting of Injuries, Diseases and Dangerous Occurrences
Regulations 2013

	Building & equipment
inspections, surveys & maintenance reports
	· Professional
· Knowledge
	Legal requirement under the Limitation Act 1980

	DBS checks
	· Identifying
· Criminal
· Ethnicity
· Sexuality
	Legal requirement under the Safeguarding Vulnerable Groups Act
2006

	Deprivation of Liberty
Safeguards (DoLS) applications
	· Identifying
· Health
	Legal requirement under
the Mental Capacity Act 2005

	Equal opportunities forms
	· Physical characteristics
· Ethnicity
· Sexuality
· Health
	Legal requirement under the Equality Act 2010

	Health & safety records
	· Health
	Statutory requirement in the case of radon gas, asbestos, portable appliance testing, fire safety, and pressure
systems records

	Insurance certificates
	· Professional
	Statutory requirement in
the case of employers' liability insurance

	Invoices & fees
	· Financial
	Legal requirement under the VAT Regulations 1995

	Payslips, P60 & P11 certificates
	· Identifying
· Financial
	Legal requirement under the Payment of Wages
Act 1991

	Pension records
	· Identifying
· Contact
· Financial
	Legal requirement under the Pensions Act 2008

	Personnel files
	· Identifying
· Professional
· Health
· Ethnicity
· Sexuality
· Financial
· Behavioural
	Legal requirement under the Limitation Act 1980

	Prescriptions
	· Identifying
· Health
	Legal requirement under the Medicines Act 1968




	Regulator registration, assessment & notification forms
	· Health
· Professional
· Knowledge
	Legal requirement under the Health and Social Care Act 2008, statutory requirement in the registration regulations
of CQC, CIW and CIS

	Statutory pay forms (sick pay, maternity leave, etc)
	· Identifying
· Health
· Financial
	Legal requirement under the Social Security Contributions and
Benefits Act 1992

	Subject access requests
	· All personal data types covered by UK GDPR
	Legal requirement under the General Data
Protection Regulation 2018

	Supplier invoices
	· Financial
	Legal requirement under the VAT Regulations
1995

	Training certificates
	· Identifying
· Professional
	Statutory requirement in the case of first aid, fire warden and health &
safety training

	Bank details
	· Financial
· Identifying
	Contractually necessary to process payroll
deposits, payments and purchases

	Care plans & care management records
	· Identifying
· Health
· Physical characteristics
· Ethnicity
· Sexuality
· Life history
· Family
· Financial
· Preference
	Contractually necessary to inform and support the care provided to residents to fulfil our contracts with them, and legitimate interest to coordinate activities and manage services
effectively

	Employer & supplier contracts
	· Professional
	Contractually necessary to set out expectations for both parties and provide legal protection
in case of breach

	Local authority contracts
	· Identifying
· Financial
· Health
	Contractually necessary to establish terms for funding and the level of
care to be provided

	Local authority remittances
	· Identifying
· Financial
	Contractually necessary to reconcile payments
with invoices/fees

	Medication administration records
	· Identifying
· Health
	Contractually necessary to ensure the safe and efficient administration of medicines as part of our care responsibility to residents




	Self-funding contracts
	· Identifying
· Financial
· Health
	Contractually necessary to establish terms for funding and the level of
care to be provided

	Tenancy agreements & leases
	· Identifying
· Contact
· Financial
	Contractually necessary to outline the legal terms and conditions of the
tenancy or lease

	Archived records
	· All personal data types covered by UK GDPR
	Legitimate interest: To store, access & retrieve non-current records with
statutory, legal and historical value

	Admission assessments
	· Identifying
· Health
· Physical characteristics
· Ethnicity
· Sexuality
· Life history
· Financial
	Legitimate interest: To accept or refuse admission to prospective residents based on suitability

	Audit data
	· Financial
· Knowledge
	Legitimate interest:
To reinforce the credibility of accounting records and compliance
with regulations

	CCTV footage
	· Identifying
· Physical characteristics
· Behavioural
	Legitimate interest: To improve security and
prevent and detect crime

	Clinical diaries
	· Identifying
· Physical characteristics
· Health
	Legitimate interest: To document care provided
to residents and make safe clinical decisions

	Complaints files
	· Health
· Financial
	Legitimate interest: To manage relationships with residents and their families and provide legal protection in case
of dispute

	Disciplinary & grievance records
	· Identifying
· Behavioural
· Professional
· Health
	Legitimate interest: To deal with allegations fairly and efficiently and provide legal protection
in case of dispute

	Enquiry forms & logs
	· Identifying
· Contact
	Legitimate interest: To track enquiries and provide you with relevant information about our
services

	Evaluation forms & learner assessments
	· Professional
· Knowledge
	Legitimate interest: To evaluate training programmes and identify skill gaps




	Hospital & GP records
	· Identifying
· Health
	Legitimate interest: To obtain consistent and up-to-date information on residents' health conditions and medication to provide
the best care possible

	Job applications
	· Identifying
· Professional
	Legitimate interest: To assess and compare the suitability of applicants
for job vacancies

	Lasting power of attorney (LPA)
	· Identifying
· Ownership
· Family
	Legitimate interest: To help residents make decisions about their financial affairs, health
and care

	Payroll
	· Identifying
· Ownership
· Financial
	Legitimate interest: To automate the payroll process and keep track of employees' wages
and tax

	Quality assurance surveys
	· Knowledge
· Preference
· Demographic
	Legitimate interest: To identify and meet the demands and expectations of residents
and staff

	References
	· Identifying
· Professional
· Knowledge
	Legitimate interest: To verify the skills and
experience of prospective employees

	Supplier remittances
	· Financial
	Legitimate interest: To help suppliers match
invoices with payments

	Visitor books
	· Identifying
· Contact
	Legitimate interest: To keep buildings secure and assist in a fire
evacuation




Appendix 2: Glossary of data types


Behavioural: Information that describes an individual’s behaviour or activity, online or offline (eg. browsing behaviour, demeanor, attitude)
Contact: Information that provides a mechanism for contacting an individual (eg. email address, physical address, phone number)
Criminal: Information about an individual’s criminal activity (eg. convictions, charges, pardons)

Demographic: Information that describes an individual's characteristics shared with others (eg. age ranges, physical traits, geographic location)
Ethnicity: Information that describes an individual’s origins and lineage (eg. race, national or ethnic origin, languages spoken)

Family: Information about an individual’s family and relationships (eg. family structure, marriages, offspring)
Financial: Information about an individual’s financial accounts, spending, income, or reputation regarding money (eg. bank account, purchases, credit records)
Health: Information that describes an individual's health, medical conditions or health care (eg. medical test results, health history, prescriptions)
Identifying: Information that uniquely or semi-uniquely identifies a specific individual (eg. name, NHS number, biometric data)

Knowledge: Information about what a person knows or believes to be true (eg. thoughts, opinions, observations)

Life history: Information about an individual’s personal history (events that happened in a person’s life, whether directly to them or that may have indirectly affected them)

Ownership: Information about things an individual has owned, rented, borrowed, or possessed (eg. cars, houses, personal belongings)
Physical characteristics: Information that describes an individual’s physical appearance (eg. height, weight, sex, skin colour)
Preference: Information about an individual's preferences or interests (eg. favourite foods, hobbies, music)

Professional: Information about an individual's educational or professional career (eg. work history, certifications, evaluations)
Sexuality: Information that describes an individual's sexual life (eg. gender identity, preferences, history)
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